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e Wild Wild West, Chaos, Anarchy

e PC- like (way) SW

o C(C/C++

e No limits (include apps
installation)

e Apps on the wild (forums, file
sharing)

ETC.

symbian







Android 1.5 Culpm&e

Apps Store

Manual app installation
Apps in Sandbox
Permissions

Java

SELinux

Non-Rooted Linux
Protected System dirs
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e PackagelD's:
com.facebook.katana VS com.facebook.myphishingapp.v2

e Dev.certificates (Keys) -> Google Sign-In (partial fix)




ALL CLIPS FAVORITES CURRENT

Clip1
10/26/201112:51 PM

AudioManager is an application/...

Clip2
10/26/201112:51 PM

sound effect levels so that you ge...

Clip3
10/26/201112:51 PM

when your phone is in a “dead zo...

Clip4
10/26/2011 12:52 PM



Android Q

https://developer.android.com/preview/privacy/data-ident
ALL CLIPS FAVORITES CURRENT ifiers#clipboard-data

¢ clipit Q

. “Access to clipboard data
Py :51PM

AudioManager is an application/...

Unless your app is the default input method editor
— (IME) or is the app that currently has focus, your app
e cannot access clipboard data.”

sound effect levels so that you ge...

Clip3
10/26/201112:51 PM

when your phone is in a “dead zo...

Clip4
10/26/2011 12:52 PM


https://developer.android.com/preview/privacy/data-identifiers#clipboard-data
https://developer.android.com/preview/privacy/data-identifiers#clipboard-data
https://developer.android.com/guide/topics/text/creating-input-method
https://developer.android.com/guide/topics/text/creating-input-method

Toast/ Window Manager

X This is an error toast. @ Here is some info for you.

< @) O < @) O < @) O < ©) O

Normal toast w/o icon "‘" Normal toast w/ icon @ Formatted bold italic text

L] sudo kil -s everyone




Toast/ M?mtﬂow?’l’lam?w

Android 6 (Marshmallow)

B 7 Ll 86% 14 19:28

< Draw over other apps : And rOid 8 (OrEO)

- Twilight

1) Toast from BG now crashed, yep :)

Permit drawing over other apps ®

2) TYPE_APPLICATION_OVERLAY

Screen overlay detected . R .
public static final int WINDOW _TYPE =

To change this permission (Build.VERSION.SDK_INT < 26 ?

setting, you first have to turn off WindowManager.LayoutParams. TYPE_SYSTEM_ALERT :
the screen overlay from Settings WindowManager.LayoutParams. TYPE_APPLICATION_OVER
> Apps LAY);

OPEN SETHNGS
public static final int TOAST_TYPE =

(Build.VERSION.SDK_INT < 26 ?
WindowManager.LayoutParams. TYPE_TOAST :
WindowManager.LayoutParams. TYPE_APPLICATION_OVER
LAY);




@ Home: The Chapar

Permissions (Android 1.5-5.1)

¢ @ App info

FeEHnssSIuIS

read phone status and identity

take pictures and videos

modify or delete the contents of your ¢
card

read the contents of your SD card

full network access

receive data from Internet

view network connections

viey connections
retrieve running apps

control flashli

prevent phone from sleeping

modify system setting



Allow M Permissions
to take pictures and
record video?

DENY ALLOW

Marshmallow Permissions




0
Allow App 1 to access this

device’s location?

Allow all the time

Allow only while the app is in use

Deny







Bac&?uowd Senvices

No 5IM card — No service 958 822
v (N +

M|
LastPass is running in the background




No SiM card — No service 958 822
v ) N v B

Tue, Aug 22 (-

0

LastPass is running in

the background

Bachground Senvices US Totifications

Notifications

Show badge
Show notifications as badges on the
Home app, if supported.

Business

Comments
Show silently

Recommendations
Show silently

Personal

Comments
Show silently

Recommendations
Show silently

Other

Miscellaneous
Show silently
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Reflection API
ClassLoader
ByteBuddy
*.50 -dlopen()

—
.

white, black and grey list (Android 8+)
Limitation in GooglePlay




wn =

Iwmuﬁfﬂ&wfo

Issue:
Obsolete Crypto (BoringSSL, TLSv1/SSLv3)

Fixes:

OpenSSL, Conscrypt (Android 6)

Moving away from BouncyCastle (Android 9)

Use updates from GooglePlay:
com.google.android.gms.security.ProviderInstaller.installIfNeeded()







Google Play:

WebView (Android 5+)
System Apps (Calendar, Clock, Browser etc)




Ww Us ?uagwwn&ﬂon

System - Security Patches

Your system is up to date

Android version: 8.0.0
Security patch level: November 6, 2017

Last successful check for update at 5:40 PM

—

Check for update




W:ﬂaﬁu Us ?uagmenfaﬁon

System - Project Treble

ANDROID UPDATES BEFORE TREBLE ANDROID UPDATES WITH TREBLE

Previous Android OS Updated Android 0S Previous Android OS } Updated Android OS
framework framework framework framework

____________________ Vendor

interface
Original vendor implementation

Previous vendor Reworked vendor
implementation implementation




>

Google Play




Actual minAPI version

2. Strict verification of apps with
Accessibility API

3. Strict verification of apps with
DANGEROUS permissions (like Calls,
SMS etc)

4. Strict rules for apps publishing







Android OS nocrossnHO MeHsIETCS ¥ 3BOJIOIMHOHHPYET

BHauaJjie myTH, 3T0 ObLI2 0YEHDb 0€30MACHOM JJIS CBOEI0
Bpemenn OS

Haxkonus pyHKIMOHAJIBLHOCTH M MOMYJIAPHOCTH - OHA
MOABEPIVIACH NPOBEPKe HA MPOYHOCTH B IVIAHE
0e30MmacHOCTH

Ceiiuac MbI BUIUM 3Tall HCNIPABJIECHUS MPOOJIEeM U
yayuYllueHUu
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